
 

Advice for parents and carers on cyberbullying  
Who is this advice for? 

This advice is for parents and carers about cyberbullying. It provides advice and information 
about how they can protect their child from cyberbullying and how to tackle it if it happens. 

Overview 

Cyberbullying is bullying that takes place using technology. Whether on social media sites, 
through a mobile phone, or gaming sites, the effects can be devastating for the young 
person involved. There are ways to help prevent a child from being cyberbullied and to help 
them cope and stop the bullying if it does happen. 

Parents and carers need to be aware that most children have been involved in 
cyberbullying in some way, either as a victim, perpetrator, or bystander. By its very nature, 
cyberbullying tends to involve a number of online bystanders and can quickly spiral out of 
control. Children and young people who bully others online do not need to be physically 
stronger and their methods can often be hidden and subtle. 

Cyberbullying can also involve adults; even though technology has provided wonderful 
opportunities for both teaching and learning, it has led to some teachers becoming the 
victims of internet messaging that undermines or ridicules them. It is important that parents 
make clear that this is not acceptable behaviour and lead by example. What was once a 
conversation at the school gate between small groups of parents and carers can now 
become a conversation with perhaps hundreds of “friends” on social networking sites, 
permanent, with a large audience, and easily shared.  Whilst parents and carers have the 
right to be critical of decisions made by schools, or even individual staff members, they 
should raise concerns in an appropriate way and not become abusive, or libellous. Open 
conversations on social networking sites are not private and can easily be reported to 
school staff, even if it was not the intention to share their views directly. 

Social networking  

Young people routinely access social media and much of their social lives are online. This 
can create a false sense of security; for example chatting online feels different from chatting 
face to face. It can be easier to say and reveal things that wouldn’t be said face to face; be 
cruel, aggressive or flirtatious. It is important for young people to remember that there are 
offline consequences to online behaviour.  

Comments intended to be funny can often be misinterpreted online whereas if said face to 
face they could be acceptable as facial expressions, body language, tone of voice and 
context all help to ensure that comments are taken the right way. This is not the case 
online. We also know that increasingly younger children are signing up to social network 
sites and may not have the maturity to handle their online identity in a safe and responsible 
way. 

Social networking can increase existing social pressures and reinforce a sense of isolation; 
for instance by people purposefully not liking a young person’s status update or photo so 
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they seem unpopular, or by excluding them from group chats. Online bullying often involves 
a large audience and this increases the pressure. 

Parents and carers need to understand the way young people communicate with others, 
and the potential risks. Asking their child simply not to use technology is not a realistic way 
to prevent or react to cyberbullying. Internet Matters provides an overview of cyber-bullying 
in more detail and NSPCC - bullying and cyberbullying prevention 

Parents and carers have a challenging job. They need to know what their children are doing 
online and also help them to do it in a safe way. With technology changing on a day-to-day 
basis, the best way to stay informed is for parents to be involved.Thinkuknow provides 
helpful tips on letting your child teach you. 

Set boundaries 

A good way to supervise children’s internet access and set boundaries about what they can 
and cannot do online is to create an agreement with them. If a child breaks the rules, 
restrict internet access for an agreed period of time. Thinkuknow provides helpful tips on 
agreeing and setting boundaries  

Ensure you use the privacy settings, parental controls and built in internet safety features 
provided by the major internet service providers. The UK Safer Internet Centre has guides 
for parental controls  

For parents and carers experiencing any internet safety issues with their children, The 
Parent Zone provides a national helpline service at - help@theparentzone.co.uk and The 
Parent Zone - help 

Being involved and talking to children 

Social Networks have a minimum age restriction, usually age thirteen. Parents should talk 
to their children about the reasons behind the age restriction as they are there for a reason. 
Accessing such sites too early can expose children to unnecessary bullying. 

It is also very important to ensure children and young people feel comfortable about telling 
their parents things that have happened online. Talking to their children will help parents to 
understand the ways in which they are using the internet, social media and their mobile 
phone. Talking to children about responsible behaviour is important as sometimes children 
who are victims of cyberbullying may also be involved in cyberbullying others. Ensure they 
know they can go and talk to an adult or parent if they are being bullied and need support. 
How parents talk to their children will depend on their age. Childnet gives more detailed 
information about talking to your child and antibullyingpro provides practical advice for 
parents  

Advice for children  

The following are some things that parents may wish to consider teaching their children 
about using the internet safely: 

 Make sure you use the privacy settings. 
 Always respect others – be careful what you say online. 
 Be careful what pictures or videos you upload. Once a picture is shared online it 

cannot be taken back. 
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http://www.internetmatters.org/issues/cyberbullying.html%23learn
http://www.internetmatters.org/issues/cyberbullying.html%23learn
http://www.nspcc.org.uk/preventing-abuse/child-abuse-and-neglect/bullying-and-cyberbullying/what-is-bullying-cyberbullying/
https://www.thinkuknow.co.uk/parents/Secondary/Conversation-Starters/Let-them-teach-you/
https://www.thinkuknow.co.uk/parents/Secondary/Conversation-Starters/Let-them-teach-you/
https://www.thinkuknow.co.uk/parents/Secondary/Conversation-Starters/Reach-an-agreement/
https://www.thinkuknow.co.uk/parents/Secondary/Conversation-Starters/Reach-an-agreement/
https://www.thinkuknow.co.uk/parents/Secondary/Conversation-Starters/Reach-an-agreement/
http://www.saferinternet.org.uk/advice-and-resources/parents-and-carers/parental-controls
mailto:help@theparentzone.co.uk
http://www.theparentzone.co.uk/parent/help
http://www.theparentzone.co.uk/parent/help
http://www.childnet.com/parents-and-carers/what-do-i-need-to-know
http://www.childnet.com/parents-and-carers/what-do-i-need-to-know
http://www.antibullyingpro.com/parentsguardians
http://www.antibullyingpro.com/parentsguardians


 Only add people you know and trust to friends/followers lists online. When talking to 
strangers, keep your personal information safe and location hidden. 

 Treat your password like your toothbrush – keep it to yourself and change it 
regularly. 

 Block the bully – learn how to block or report someone who is behaving badly.  
 Do not retaliate or reply to offending e-mails, text messages or online conversations.  
 Save the evidence. Always keep a copy of offending e-mails, text messages or a 

screen grab of online conversations and pass to a parent, a carer or a teacher. 
 Make sure you tell an adult you trust, for example, a parent, a carer, a teacher, or the 

anti-bullying co-ordinator or call a helpline like Childline on 08001111 in confidence. 
 Most social media services and other sites have a button you can click on to report 

bullying. Doing this can prevent a bully from targeting you and others in the future. 
Many services take bullying seriously and will either warn the individual or eliminate 
his or her account. 

 While you are on your mobile phone make sure you also pay attention to your 
surroundings. 

Possible signs of cyberbullying  

It is not always easy to spot the signs of cyberbullying as it can happen all the time, which is 
a feature that makes it different from other forms of bullying. Be alert to a change in your 
child’s behaviour, for example: 

 Being upset after using the internet or their mobile phone; 
 Unwilling to talk or secretive about their online activities and mobile phone use. 
 Spending much more or much less time texting, gaming or using social media. 
 Many new phone numbers, texts or e-mail addresses show up on their mobile 

phone, laptop or tablet. 
 After texting or being online they may seem withdrawn, upset or outraged. 
 Not wanting to go to school and/or avoiding meeting friends and school mates. 
 Avoiding formerly enjoyable social situations. 
 Difficulty sleeping. 
 Low self-esteem. 

What to do if you suspect a child is being cyberbullied 

If you suspect a child or young person is being harassed or bullied either over the internet 
or via mobile phone, ask them to give you details. If your child tells you that someone is 
bothering them online, take it seriously. Offer practical as well as emotional support. Print 
out the evidence for future reference. Talk to a teacher at your child’s school if other pupils 
at the schools are involved. The Parent Zone-Top tips if your child is being bullied 

Support for children who are bullied  

School staff should support all pupils who are bullied and develop strategies to prevent 
bullying from happening. Children and young people who have been a victim of images or 
videos of a sexual nature being uploaded and shared will be particularly vulnerable and in 
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need of support to return to school. To help schools support pupils who are severely 
affected by bullying the Department has produced advice for schools, available at: 
supporting bullied children  

Cyberbullying on social networks can be upsetting and really knock their confidence. 
Childline has produced guidance for young people on building their confidence after online 
bullying available at: Childline - Building confidence after online bullying  

It is also important to involve your child in resolving the issues as this can help to strengthen 
their self-confidence and restore a sense of emotional safety. 

The Anti-Bullying Alliance has helpfully put together a fact sheet outlining the range of 
support that is available to schools, parents, carers and young people from the anti-bullying 
sector advice and support from the anti-bullying sector  

Facebook has produced a support sheet Empowering Parents and Families which gives 
guidance on what to do if you child is being bullied. 

Useful Resources  

Getting offensive content taken down  

If online content is upsetting and inappropriate, and the person or people responsible are 
known, you need to ensure they understand why the material is unacceptable or offensive 
and request they remove it. 

If the person responsible has not been identified, or refuses to take down the material you 
should contact the social networking site directly to make a report and request the content 
is taken down. The material posted may be in breach of the service provider’s terms and 
conditions of use and can therefore be removed. 

Some service providers will not accept complaints lodged by a third party. In cases of 
mobile phone abuse, where the person being bullied is receiving malicious calls and 
messages, the account holder will need to contact the provider directly. 

Before you contact a web service provider, it is important to be clear about where the content is, 
for example by taking a screen shot of the material that includes the web address. If you are 
requesting they take down material that is not illegal, be clear to point out how it breaks the 
site’s terms and conditions. Where the material is suspected of being illegal you should contact 
the police directly. 

NSPCC Netware: Your guide to the social network your kids use – stay up to date and keep 
your child safe in todays digital world stay up to date and keep your child safe in todays 
digital world 
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http://tinyurl.com/supportingbulliedpupils
http://www.childline.org.uk/Explore/Bullying/Pages/Building-confidence-after-online-bullying.aspx
http://www.anti-bullyingalliance.org.uk/advice/support-from-the-sector/
https://fbcdn-dragon-a.akamaihd.net/hphotos-ak-xpa1/t39.2365-6/851554_585676791505692_1199284652_n.pdf
http://www.net-aware.org.uk/
http://www.net-aware.org.uk/


Contact details for social networking sites: 

The UK Safer Internet Centre works with social networking sites to disseminate their safety 
and reporting tools. 

Social networking 
site 

Useful links 

Ask.fm 
 

Read Ask.fm's 'terms of service' 
Read Ask.fm's safety tips 
Reporting on Ask.fm: 
You do not need to be logged into the site (i.e. a user) to 
report. 
When you move your mouse over any post on someone 
else’s profile, you will see an option to like the post and 
also a drop down arrow which allows you to report the 
post. 

BBM Read BBM rules and safety 
Facebook Read Facebook's rules 

Report to Facebook 
Facebook Safety Centre 

Instagram Read Instagram's rules  
Report to Instagram 
Instagram Safety Centre 

Kik Messenger Read Kik's rules 
Report to Kik 
Kik Help Centre 

Snapchat Read Snapchat rules 
Report to Snapchat 
Read Snapchat's safety tips for parents 

Tumblr Read Tumblr's rules 
Report to Tumblr by email 
If you email Tumblr take a screen shot as evidence and 
attach it to your email 

Twitter Read Twitter's rules 
Report to Twitter 

Vine Read Vine's rules 
Contacting Vine and reporting 

YouTube Read YouTube's rules 
Report to YouTube 
YouTube Safety Centre 
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http://www.saferinternet.org.uk/advice-and-resources/parents-and-carers/safety-tools-on-online-services
http://ask.fm/about/tos
http://ask.fm/about/safety
http://www.saferinternet.org.uk/content/childnet/safterinternetcentre/downloads/resources/ParentTechBriefing/tech/Parent_tech_briefing__Blackberry.pdf
https://www.facebook.com/communitystandards
https://www.facebook.com/communitystandards
https://www.facebook.com/help/181495968648557/
https://www.facebook.com/safety/groups/teens/
http://help.instagram.com/477434105621119/
http://help.instagram.com/477434105621119/
http://help.instagram.com/369001149843369/
http://kik.com/legal/
https://kikinteractive.zendesk.com/entries/23518788-I-m-being-harassed-on-Kik-What-can-I-do-
https://kikinteractive.zendesk.com/home
https://www.snapchat.com/terms
https://support.snapchat.com/
https://www.snapchat.com/static_files/parents.pdf
http://www.tumblr.com/policy/en/community
mailto:support@tumblr.com
https://support.twitter.com/articles/18311
http://support.twitter.com/groups/33-report-a-violation/topics/122-reporting-violations/articles/15789-how-to-report-violations
https://vine.co/rules
https://support.twitter.com/forms/vine
http://www.youtube.com/t/community_guidelines
http://www.youtube.com/yt/policyandsafety/en-GB/reporting.html
http://www.youtube.com/yt/policyandsafety/en-GB/safety.html


Mobile phones 

All UK mobile phone providers have malicious or nuisance call, text or picture message 
centres set up and have procedures in place to deal with such instances. They will help you 
to change the number of the person being bullied if necessary. If you want to prosecute the 
perpetrator contact the police. The mobile provider will work closely with the police and can 
usually trace calls for them. 

Some service providers such as Vodafone produce annual magazines for parents and 
carers (Digital Parenting)  

, giving information and top tips for keeping your children safe online including 
cyberbullying. 

Service providers 
Service provider From your mobile Pay as you go Pay monthly 

contracts 

O2 4445 or 202 08705 678 678 0870 241 0202 

VodaFone 191 03333 040 191 03333 048 069 

3 333 08433 733 333 08433 733 333 

EE 150 0800 956 6000 0800 956 6000 

Orange 150 07973 100 450 07973 100 150 

T-Mobile 150 07953 966 150 07953 966 150 

Virgin 789 0345 6000 789 0345 6000 789 

BT  08000 328 751 08000 328 751 
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Organisations that provide support to parents and carers and children 

• The Anti-Bullying Alliance 
• CEOP 
• Childline 
• Childnet 
• The Diana Award 
• Internetmatters 
• Kidscape 
• Get connected 
• NSPCC 
• The Parent Zone 
• Thinkuknow 
• Young Minds 
• UK Safer Internet Centre 

 
© Crown copyright 2014 
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http://anti-bullyingalliance.org.uk/
http://ceop.police.uk/safety-centre/
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http://www.saferinternet.org.uk/


AGE RESTRICTION

18+

At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they 
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

Meet our expert

CALL OFDUTY 
INCREDIBLY RAW CAMPAIGN

 

 

VIOLENCE AND GRAPHIC CONTENT 

CHATTING TO STRANGERS ADDICTIVE NATURE  

 

 
 

 

BE WARY OF GORE AND VIOLENCESTICK TO THE PEGI RATING

TALK TO YOUR CHILDREN ABOUT THE THEMES
Modern Warfare at its heart, is a game about good vs bad and the grey areas in 
between. Morally complex characters and situations are more prevalent in today’s 
modern age than they’ve ever been before, and it does carry some important political 

worth sitting down with them to discuss the themes and why it’s important to approach 
them critically. For example, Captain Price is clearly a good character, but he does 
questionable things in order to achieve his goals. Does this make him a bad character? 
If kids are old enough to see these situations, they’re old enough to question why.  

LOOT BOXES SWAPPED FOR BATTLE PASSES

of a parent or legal 
guardian required.

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 20.11.2019

By default, Modern Warfare allows multiplayer in-game lobbies to have an open 
chat feature. This basically means that anybody in the lobby with a mic can hop in 
and say whatever they like. Naturally, this could lead to some profane language or 

that this also disables the mic on your end too, so the safest and best option is 
always to make sure children are in a party with their friends before they start the 
game, then they can still chat to each other without outside interruption.

There’s no getting around the fact that this is an 
incredibly realistic game, from the themes down 
to the gameplay, and that includes the amount 
of gore in the game. While there is an option to 
disable dismemberment of bodies in the game 

includes a rather visceral amount of violence 
that is prevalent throughout. 

Mark Foster has worked in the gaming industry for 5 
years as a writer, editor and presenter. He is the current 
gaming editor of two of the biggest gaming news sites in 
the world, UNILAD Gaming and GAMINGbible. Starting 
gaming from a young age with his siblings, he has a 
passion for understanding how games and tech work, 
but more importantly, how to make them safe and fun.

Call of Duty is undeniably one of the most recognisable video games on the planet. The �rst 
game was released for the PC way back in 2003, and the franchise has spawned a whopping 16 

titles to date, and featured on almost 20 gaming consoles and devices. Despite being one of the 
most popular games on the market, CoD has never been a stranger to controversy; themes of 

war, terrorism and other adult subjects parents and guardians might feel uncomfortable 
exposing their children to, have always been a part of the series. The latest iteration, Call of 

Duty: Modern Warfare, is no di�erent, even doubling down on some of these mature themes. 
So with that in mind, here’s a helpful guide to aid you in navigating the world of Call of Duty.

Call of Duty has been given an 18+ rating due 
to “violence against vulnerable and 
defenceless characters, motiveless killing of 
innocent characters, graphic violence and 
use of strong language.” Despite the rating, 
the game is still extremely popular amongst 
under 18’s who could be exposed to violent 
themes or foul language that parents and 
carers may not deem suitable or age 
appropriate for their children.

The single player campaign in Call of Duty: Modern Warfare focuses 
around a war in the �ctitious Middle Eastern country of Urzikstan. It 
features special forces operations, large open battles, chemical 
weapons and torture. In�nity Ward (who developed the game) have 
gone on record saying this is the most realistic and grounded game 
they’ve ever made, so it stands to reason that the campaign has 
generated a huge amount of controversy, especially in today’s 
heated political climate. While younger players might not fully 
grasp what’s going on on screen, it’s bound to raise some 
uncomfortable questions if they’re left to play it unsupervised.

Call of Duty: Modern Warfare has promised to be 
the best yet. The game features a number of new 
game modes and now includes crossplay for the 
�rst time, whereby players can now play each 
other across any device (i.e. Xbox, Playstation or 
PC). As always tends to be the case when a new 
game is released, players spend large amounts of 
time getting to grips with the new features and the 
repetitive nature of COD means children can �nd it 
di�cult to stop playing and realise their limits. 

By far the biggest pull for players to Call of Duty is the 
expansive multiplayer. As well as o�ering up a wide variety of 
competitive game modes, Modern Warfare also includes some 
co-op gameplay modes. Ideally, this means players and 
children can join a group with their friends and play together 
online. However, players can play against or with anyone in the 
world and, with no �lter, the language used may often be 
inappropriate for young children. Due to the competitive 
nature of gaming and the fact conversations are not 
moderated, your child could also be at risk of cyberbullying.

It really can’t be stressed enough how much this game is not for younger 
children. While you could argue that most of the horri�c scenes are in the single 
player campaign, and you can just play multiplayer and co-op to avoid them, 
those modes are not without their shortcomings. For example, one of the 
killstreaks you can attain in multiplayer is white phosphorus - a chemical 
weapon that can do indescribable things to the human body. This really comes 
down to the personal judgement of the adult, and the emotional maturity of the 
child, but if there’s still any doubt, stick to the PEGI rating - it’s there for a reason.

Previous versions of Call of Duty have included ‘loot boxes’, which have been widely discussed in the news and are considered by critics to essentially promote a form gambling. 
Players could unlock items as they progress but wouldn’t know what they were purchasing beforehand. Modern Warfare however has swapped loot boxes for ‘battle passes’. 
This means a greater level of transparency as players know exactly what they are buying, how they will be unlocked and when they will receive them in the game.



At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they 
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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CYBERBULLYING

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 13.11.2019

The Diana Award de�nition of bullying is “repeated negative behaviour that is intended to make 
others feel upset, uncomfortable or unsafe.” Cyberbullying is bullying which takes place online. It can 
involve anything from sending messages to posting o�ensive comments to uploading and sharing 

private or embarrassing photos. It is classed as an indirect form of bullying when compared to verbal or 
physical bullying, given it usually takes place through a digital device. However, for those experiencing 

bullying behaviour, the consequences can be just as serious and have far reaching e�ects.

3 KEY ASPECTS OF BULLYING BEHAVIOUR
There are three key aspects of bullying behaviour, namely that it is 
repetitive, negative and intentional. These behaviours apply both 
o�ine and online. Cyberbullying can almost heighten these 
behaviours, particularly with access to the internet available 24/7 
and the di�erent ways in which those displaying bullying behaviour 
online can target others. The fact that they can also easily hide their 
identity online can make cyberbullying much more di�cult to stop.

DIFFERENT DEVICES & CHANNELS
Cyberbullying can take place over any device connected to the internet 
which allows for two-way communication. This includes mobile phones, 
tablets, computers and even games consoles as it becomes more and 
more common for players to chat to other players whilst playing online. 
From a snapshot of 1,400 students surveyed by the Diana Award in 
2018, 33% of young people admitted to have experienced bullying on 
social media, 11% via text message and 12% whilst online gaming.

WHAT LEADS TO CYBERBULLYING
There is never any justi�cation for cyberbullying and those who display bullying 
behaviour need to be held to account for their actions. Nonetheless, it can useful to 
try and understand some of the factors that may lead young people into bullying 
behaviour. For example, family issues, personal di�culties and a lack of positive 
reinforcement may push some young children into bullying others as a form of 
coping mechanism. Similarly, those exhibiting bullying behaviour may blame their 
targets for provoking their behaviour in the �rst place or engage in bullying 
behaviour as a call for attention if they lack social skills or understanding. Others may 
view their position as dominant which makes themselves less vulnerable to being 
bullied or they replicate behaviour they have experienced themselves in the past.

SIGNS AND SYMPTOMS
Cyberbullying can a�ect anyone, at any time, at any place. The impacts 
of cyberbullying can be long-lasting and leave people feeling scared, 
anxious and lonely. Some of the more obvious signs that those 
experiencing bullying behaviour might show include weight loss, 
crying, mood changes, depression and regularly avoiding school. Other 
symptoms, which might be less obvious to spot and would be di�cult 
to pick up on in isolation, may include changes in body language like 
hunched shoulders, walking slower or an inability to make eye-contact. 
In extreme cases, those experiencing bullying behaviour may have 
unexplained marks or scars which could be evidence of self-harm.

BUILD CONFIDENCE IN 
DEALING WITH INCIDENTS

TAKE A WHOLE 
SCHOOL APPROACH

This can be achieved by having 
clear knowledge of what 
constitutes bullying behaviour, 
having clear sanctions and 
courses of action and continually 
updating your knowledge of 
safety procedures regarding 
online and o�ine incidents.

In taking a whole approach 
towards cyberbullying, schools 
can cultivate a culture that relies 
on positivity and behaviour that is 
emulated by ALL members of the 
school community including sta�, 
support sta�, senior leaders, 
governors and parents and carers.

UNDERSTAND THE 
CAUSES OF BULLYING
As previously mentioned, sometimes those who are behind the bullying are in need of 
support just as much as those who being targeted. In better understanding the cause 
of the issue, schools can better position themselves to tackle the problem and also 
adequately support both those displaying and experiencing the bullying behaviour. 
Taking a proactive approach means that schools can gear themselves to tackle issues 
speci�c to their school environment, rather than treating each case the same.

ENSURE ALL STAFF KNOW THEIR ROLES 
AND RESPONSIBILITIES
All sta� have a role to play in educating and supporting children who 
are a�ected by cyberbullying, not just those responsible for 
safeguarding or online safety. Regular training, continuous professional 
development and clear school policies can help to empower sta� in 
e�ectively managing any cyberbullying issues and in providing a united 
sta� front on zero tolerance to all bullying behaviour.

USE CHILDREN AND YOUNG 
PEOPLE AS A RESOURCE
Ensure you understand what is 
in�uencing the behaviour of young 
people in your community. If 
schools know what their students 
are engaging with, it can be easier 
to develop and implement relevant 
and e�ective tactics / strategies to 
counter cyberbullying issues.

Tips For School Staff

What schools need to know about

BULLY

Ask For Help
For further support, advice or guidance to 
support you students at school, or to sign 
up to The Diana Award's free Anti-Bullying 
Ambassadors training events, head to 
www.antibullyingpro.com



LIVE 1+

Facebook is an online social media platform that has over 2 billion users across the globe. It was initially 
for university students but soon expanded out and since 2006, anyone over the age of 13 is able to join 
the platform. It is available on all devices from your desktop and laptop computer to smartphones and 

tablets. Users can add photos and videos, update their status, interact with others and catch up with the 
latest news. Despite requiring users to be over 13, there are no age veri�cation measures and children 
can easily create an account. It’s therefore important that parents familiarise themselves with the main 

features of the platform to ensure their young ones remain safe if and when they use it.

ADDICTIVE NATURE
Facebook can be hugely addictive as it o�ers a physiological 
high and a quick reward cycle which comes from the likes 
and comments on shared posts. Communication is so instant 
now that teenagers are always checking, and it can 
sometimes feel like self-worth. This keeps children going 
back, encouraging them to post things and also increases 
the Fear Of Missing Out (FOMO) that is commonplace today. 
On the �ip side, because of the way teenagers interact these 
days through Facebook and Facebook Messenger, they can 
seem addicted even when they’re not.

Facebook Messenger is closely linked to your 
Facebook pro�le and provides the ability to share 
private messages away from friends and family. It is 
therefore important that parents ask their children 
who they are communicating with and ensure that 
the only people they are exchanging messages with 
are people that they also know in real life.

CYBERBULLYING
Around a quarter of children have experienced online 
abuse, according to Ofcoms 2019 ‘Online Nation’ 
report. Figures show that 23% have been cyberbullied, 
39% subjected to abusive language and a �fth have 
been trolled. On Facebook, teenagers can receive 
communication in a number of ways, from private 
messages in Messenger to public comments on 
pro�les, pages and posts to pages or groups set up just 
to torment a victim. Exclusion from pages or groups to 
cause the victim to feel left out has also been seen. 

FUTURE IMPACT
Regardless of age, anything that’s posted on 
Facebook, or other social media platforms, 
develops a personal brand and leaves a digital 
footprint that is there forever. It can be 
di�cult to explain the consequences but many 
universities (and employers) look at Facebook 
before making a decision on accepting people. 
It is therefore wise to always think twice 
before posting anything online you wouldn’t 
want people to hear or see o�ine.

STRANGERS/FAKE PROFILES OVERSHARING
Facebook encourages you to share 
“what’s on your mind” but children 
need to be aware of what they’re 
revealing about themselves online. 
Facebook allows users to share their 
location, create live videos and 
much more. Some photos can be 
traced using �le data, too, so it’s 
important to keep a tight group and 
share only with people you know.

Generally, people are who they 
say they are online. That said, 
much like the real world, 
Facebook isn’t free of malicious 
users and children have 
received friend requests from 
people they don’t know, 
including individuals who may 
look to take advantage of young 
and impressionable children.

INAPPROPRIATE ADS
While Facebook is getting 
ever stricter on the content of 
ads and who they are 
targeted to, there is still the 
chance that children could be 
subject to ads during their 
experience on the platform. 
This could be innocuous but is 
worth bearing in mind when 
using the app.

CHECK-IN

Within the settings of a Facebook 
account, you can choose whether a 
pro�le is public or private. Make sure 
that your child’s setting is switched to 
private. This way they will only be able 
to interact with friends and people 
they know within the platform.

LEAD BY EXAMPLEMAKE PROFILES PRIVATE
Show your children how and 
why you use Facebook. This will 
help to demonstrate that it can 
be used safely when used in an 
appropriate manner and help 
to reduce the risk of them 
encountering harmful content.

SHARE DEVICES
Depending on the age of your children, it’s 
worth considering letting them use 
Facebook from a general family iPad or 
laptop. This allows them to use it without 
being constantly connected everywhere 
they go and may give you more reassurance 
around what they are doing on the app.

REPORT VIOLATIONS RESPECT BOUNDARIES
As with anything, there are 
potential risks and dangers on 
Facebook but once you’ve talked 
about the ideas of safety on the 
platform, give children some 
space. Trust them to make smart 
choices but always be open to 
talking about social media.

On Facebook you’re able to hide 
people or groups and report 
things that are harmful. Make 
sure you spend some time to 
show your children how this 
works and why it’s important to 
do so before they start spending 
serious time on the platform.

Once they’ve had some time to 
use the platform, don’t be afraid 
to check in and see if there’s 
anything on Facebook they’d 
like to discuss. This isn’t always 
easy but being open with your 
children is the best way to deal 
with any issues head on.

AGE RESTRICTION

13+
If under 18, supervision of a parent 

or legal guardian required.

At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they 
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults. 
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PRIVATE MESSAGINGLIVE STREAMING
Facebook Live provides users with the ability to stream video 
live-time to their friends and followers or watch other people’s 
broadcasts live. During the video, people can react and comment 
and it’s di�cult to moderate the content given everything 
happens in real-time. This could mean your child is exposed to 
inappropriate material or worse still, could be cajoled into doing 
something online by others which they wouldn’t normally do.
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SOURCES: http://facebook.com, https://www.independent.co.uk/life-style/social-media-addiction-young-children-under-�ve-youtube-instagram-a8953411.html, 
https://www.independent.co.uk/life-style/health-and-families/cyberbullying-social-media-children-online-abuse-facebook-research-ofcom-ico-a8936366.html, 
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Meet our expert
Alex Wright is a former Facebook employee and social 
media expert with over 15 years’ experience working 
in digital media. He has worked with some of the 
biggest organisations in the world and has a wealth of 
knowledge in understanding how social media 
platforms work and how they engage their audience.
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MAY HIDE ‘SEXTING’
The most common use for the apps is to hide 
‘sexting’ images which young people may be 
sending or receiving. This problem is 
growing rapidly amongst students, and 
from an increasingly early age. Not only is 
sexting dangerous, but it is illegal when it 
involves a minor even if both the sender and 
receiver are underage. By storing and 
sending these images, young people should 
be aware that they are committing a crime.

PRIVACY RISK
If you are aware that your children are 
using the app, you should read the 
small-print in the usage policy/terms 
and conditions to ensure the 
developers do not have access to any of 
the images stored on the device. If the 
photos are linked to a cloud storage, 
then the images stored are also in 
danger of being released if the 
application is compromised/hacked.

ENCOURAGE IMPULSIVE
BEHAVIOUR
Young people tend to act more 
impulsively if they believe that their 
behaviour will go unnoticed and 
remain secret, so often they will 
produce content for these apps 
thinking that it will be safe. Let’s face 
it, how many adults read all the small 
print in the terms and conditions, so 
why would we expect our children to.

BYPASS PARENTAL 
CONTROLS
Although these apps are not speci�cally ‘targeting’ their 
advertisements towards children, they can generally be 
used by anyone over the age of 4. This means that these 
apps will not be blocked automatically by parental 
controls. Whilst online platforms, such as Apple, have 
removed these apps on numerous occasions from their 
app store, due to their popularity and potential 
pro�tability for creators, they continue to be produced and 
�nd their way into the stores or available for download. 

QUESTION THE AUTHENTICITY OF DUPLICATE APPSTRY TO REMAIN VIGILANT
You should be aware that almost every mobile 
device will have pre-installed apps, such as notes 
and calculator, so the �rst major warning sign 
would be to look for duplicates of these apps. By 
default, the pre-installed apps are almost always 
displayed on the �rst page of the home screen.

There is a natural human instinct to believe that what we see on screen is real and accurate. 
If you are concerned that your child might be using secret apps, you may want to look at their 
phone. The search feature on a device can be used to type keywords such as ‘secret’, ‘hidden’ 
and ‘photo vault’. On iOS, this can be done by swiping down on the home screen to open a search 
bar. If the app appears and says ‘Open’ then the app is installed. If it says ‘Get’ then it is not installed. 
On an android device, you can go to the apps menu and use the search bar at the top of the screen.

LOOK OUT FOR IN-BUILT ‘HIDDEN’ FEATURESDISCUSS THE DANGERS OF ‘SEXTING’
Ensure your child is aware of the dangers of sexting, and how it is 
illegal to keep or distribute images of minors. Try to talk to your 
children in a positive way a  nd encourage them to take control of 
their online persona and what they are posting to others. Remind 
them that they always have a choice and that they can say no to 
anything that makes them feel even the slightest bit uncomfortable.

iPhones have the option to lock notes within the default Notes app. Users can paste images into a 
note �le and lock it using Touch/Face ID and a password. In addition, iOS allows their users to move 
images to a Hidden folder in the photos app. When an image is moved to the hidden folder, it is 
removed from the ‘All Photos’ folder. To �nd this folder, open the ‘Photos’ app, scroll down and click 
‘Hidden’. Users may also create folders to try and hide the app on their home screen or on a second 
or third page. If you see a folder on your child’s device, ensure you check each page for hidden apps.

CONTROL APP USAGE
If your child’s iOS device is linked to your Apple ID account, you are able to set a password for downloading apps which only you know. This will 
mean every-time your child tries to download an app, they will need your password to do so. If you do not have access to your child’s Apple ID, you 
can delete the app without a passcode. This will delete any images stored on the app and will not be recoverable, even if the app is redownloaded.  

FAKE/DECOY PASSWORDS
Some of the most secure apps that are available o�er the ability to set-up a decoy feature as an added layer of 
security. This allows the user to provide a fake password which, when used, directs people to a decoy folder containing 
content of the user’s choice or just stock photos. The real password provides access to the secret folder within the app.

Emma Davis is a cyber security expert and former 
ICT teacher. She delivers cyber awareness training 
to organisations nationally and has extensive 
knowledge and experience of managing how 
children access services and apps online.

At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they 
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

SOURCES: https://www.businessinsider.my/apple-pulls-private-photos-calculator-from-app-store-2018-4/, https://smartsocial.com/private-photo-calculator-app/, https://o�spring.lifehacker.com/is-your-teen-hiding-sexting-photos-in-a-fake-calculator-1829529749

The latest digital trend growing in popularity for our children are apps on their phone or 
tablet that look like one thing but are secretly hiding another purpose. They �rst became 

particularly popular in 2016. However, children are becoming more and more familiar with 
‘secret’ photo hiding apps, where an app which looks relatively ordinary is actually a 

hidden gateway to private photos and videos. These apps allow their users to hide images, 
videos and notes within the app which is also passcode protected. One of the most common 
types of hidden app used is a ‘fake calculator’ app however many others are also available.

Default iOS
Calculator

Examples of Hidden
Calculator Apps

HIDDEN PHOTO APPS



Top Tips for Parents

SOURCES:
standard.co.uk/news/uk/children-as-young-as-�ve-are-being-groomed-over-instagram-a4080591.html, 
Edition.cnn.com/2019/03/01/uk/nspcc-grooming-social-media-report-scli-gbr-intl/index.html, 
news.sky.com/story/instagram-grooming-of-children-as-young-as-�ve-triples-11651339, 
businessinsider.com/instagram-child-grooming-cases-rise-239-in-the-uk-says-nspcc-2019-3?r=US&IR=T, 
telegraph.co.uk/news/2019/02/07/hits-chest-instagram-boss-reveals-molly-russells-suicide-made, 
socialmediaexplorer.com/social-media-marketing/how-to-get-on-instagrams-explore-page/

What parents need to know about

INSTAGRAM

At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with 
their children, should they feel it is needed. This guide focuses on one platform of many which we  believe trusted adults should be aware of. Please visit 

www.nationalonlinesafety.com for further guides, hints and tips for adults.

RESTRICT DIRECT
MESSAGES

If your child receives a message from somebody they do 
not know, encourage them not to accept their message 

request and ‘block’ this person; this is the only way to stop 
them messaging your child again. 

Instagram is a hugely popular social networking app with over 1 billion 
snap happy users worldwide. The app, which is accessible on iOS and 

Android devices, allows users to upload images and videos to their feed, 
like an online gallery. Images and videos can be transformed with an array 

of filters to edit the shot before sharing. Anyone with an account can see 
others’ online ‘galleries’ if their account is not private. To make posts easier 

to find, users can include searchable hashtags and captions to their 
uploads. The app has additional features like an 'Explore Page,' which 

contains videos and images tailored to each user based on accounts and 
hashtags they follow.

Instagram revealed that young users spent a minimum of 32 
minutes on the app per day. Many social media platforms, 

Instagram included, have been designed in a way to keep us 
engaged on them for as long as possible. Behavioral economist 
Nir Eyal calls this the ‘Hook Model’ and the Instagram feed is a 

great example of this. Children and adults may find themselves 
scrolling to try and get a ‘dopamine release’. Scrolling may 

become addictive and it can be difficult to stop scrolling until 
they find that ‘something’ they are looking for. Children may 

quickly lose track of time as they get deeper into their 
Instagram feed. 

Direct messages (or DM’s) on Instagram allow users to share 
posts, images, videos, voice messages and calls between each 

other privately (or in a private group). Even if your child’s 
account is set to private, anybody has the option to message 

them and send them content. If the person is not on your 
child's friends list, the message will still be sent to their inbox 
but the user has to accept their request to see the message.

Publish date: 23/05/18
Edit date: 06/03/19

AGE RESTRICTION

13+

Instagram TV (IGTV) works similarly to YouTube. Users can 
watch videos from favourite accounts on the platform, or 

create their own channel and post their own videos. It’s 
important to note anyone can create an Instagram TV 

channel and doesn't have to be friends with a person to 
follow an account and watch their videos. In 2018 Instagram 

apologised and removed some of its TV content which 
featured sexually suggestive imagery of children. As the 

feature may encourage spending more time using the app, 
it's important to set time limits to avoid children's sleep or 

education being disturbed. 

IGTV

In a recent report by the RSPH, Instagram was ranked the 
worst for young people’s mental health. Using filters on 

photos on Instagram can set unrealistic expectations and 
create feelings of inadequacy. Children may strive for more 

'likes' by using realistically edited photos. Judging 
themselves against other users on the app might threaten 

their confidence or self-worth. In early 2019, Instagram 
boss Adam Mosseri promised to ban images of self-harm, 

following the suicide of 14-year-old Molly Russell, who had 
reportedly been looking at such material on the platform. 

DAMAGE TO CONFIDENCE,
BODY IMAGE &

MENTAL HEALTH

Like Twitter, hashtags are also an extremely prominent tool 
in Instagram and with that comes dangers for your child. 

One person may use a seemingly innocent hashtag with one 
particular thing in mind, and before you know it hundreds of 

people could be using the same hashtag for something 
inappropriate or dangerous that your child certainly 

shouldn’t be exposed to.

REMOVE PAYMENT METHODS
If you are happy for your child to have a card associated 
with their Instagram account, we suggest adding a PIN 

which needs to be entered before making a payment; this 
will also help prevent unauthorised purchases. This can be 

added in the payment settings tab.

SCROLLING
Instagram added a ‘You've completely caught up’ message 
in late 2018. This message breaks up the feed and notifies 
you when you are up to date and there are no more new 

posts from followers. This features is enabled 
automatically, but have the conversation with your child 
about how much time they are spending on the app and 

set healthy time limits.

LOOK OUT FOR #ADS
In January 2019, the UK’s Competition and Markets 

Authority launched an investigation into celebrities who 
were posting adverts on social media and not declaring 

that they were paid for. Influencers must clearly state that 
they have been paid for their posts, for example using a 
hashtag like #ad or #sponsored. Teach your child to look 
out for the signs of a paid post/advert and discuss with 

them that not everything they see from celebrities is their 
personal choice and opinion. 

FILTER INAPPROPRIATE
COMMENTS

Instagram has an ‘anti-bullying’ filter, which hides 
comments relating to a person’s appearance or character, as 

well as threats to a person’s wellbeing or health. The filter 
will also alert Instagram to repeated problems so they can 

take action against the user if necessary. This is an 
automatic filter, but it can be turned off. Make sure it is 

turned on in the app’s settings.

https://www.bbc.co.uk/news/technology-46960179
https://www.gazettelive.co.uk/news/teesside-news/check-your-childs-instagram-account-15889294
https://www.dailymail.co.uk/sciencetech/article-4754296/Millennials-spend-half-hour-Instagram-day.html
https://minutehack.com/opinions/how-did-we-get-so-addicted-to-social-media
https://www.facebook.com/watch/?v=2021766097857435
https://www.rsph.org.uk/about-us/news/instagram-ranked-worst-for-young-people-s-mental-health.html

USE A PRIVATE ACCOUNT
By default, any image or video your child uploads to 

Instagram is visible to anyone. A private account means that 
you have to approve a request if somebody wants to follow 

you and only people you approve will see your posts and 
videos.

TURN OFF SHARING
Even though this feature will not stop people from 
taking screenshots, it will stop others being able to 
directly share photos and videos from a story as a 

message to another user. This feature can be turned off 
in the settings. We also recommend turning off the 

feature which automatically shares photos and videos 
from a story to a Facebook account.

DON’T FORGET TO BE VIGILANT &
TALK TO YOUR CHILD ABOUT
THEIR ONLINE ACTIVITIES!

Live streaming on Instagram allows users to connect with friends 
and followers in real-time and comment on videos during 
broadcast, but this feature can be turned off. If your child's 

account is private, only their approved followers can see their 
story. It's important to note they may have accepted a friend 

request from someone they don’t know, which means they could 
be live streaming to strangers. Children also risk sharing content 

they later regret, which could be re-shared online for years to 
come. Public accounts allow anybody to view, so we suggest 

your child blocks followers they don't know. In February 2019, 
the NSPCC demanded a crackdown on Instagram's 'failed 

self-regulation' after it was revealed grooming and abuse via the 
app had more than tripled. 5,000 cases of sexual communication 

with children, some as young as 5, took place in 18 months.

Public locations can be added to a user’s photos/videos and 
also to their stories. While this may seem like a good idea at 

the time, it can expose the location of your child. This is 
particularly more of a risk if it is on their story, as it is real time. 
Posting photos and videos is Instagram’s biggest selling point, 
but with sharing images comes risks. A photo which includes 

landmarks in the area, their school uniform, street name, 
house and even tagging in the location of the photo uploaded 
to Instagram can expose the child’s location, making it easy to 
locate them. If their account is not set to private, anyone can 

access their account and see their location.

LIVE STREAMING TO
STRANGERS

HIJACKED HASHTAGS

HOOKED ON SCROLLING

SLIDING INTO DM’S

Influencers are sometimes paid thousands of pounds to 
promote a product, service, app and much more on social 

media. When celebrities or influencers post such an advert, they 
should add a disclaimer somewhere in the post which states 

that they have been paid for it. Commonly, this is well-hidden in 
the hashtags or in the comments of their post, making it unclear 

that their photo/video is actually an advert. This can be very 
misleading to young people who may be influenced into 
buying/wanting something promoted by somebody they 
admire. Dr Danielle Wagstaff, a psychology professor from 
Federation University Australia, said that social media and 

influencer culture can sometimes lead us to “derive a false sense 
of what everyone else is doing” and that this “can definitely have 

a negative effect on our mental health and wellbeing.”

INFLUENCER CULTURE

EXPSOSING LOCATION

#
##

IN-APP PAYMENTS - Instagram allows payments for products 
directly through the app. It operates under the same rules as 

Facebook Payments, which state that if you are under the age of 
18, you can only use this feature with the involvement of a 

parent or guardian.

REC
REC

PROTECT THEIR PERSONAL
INFORMATION

Your child may unknowingly give away personal information 
on their profile or in their live streams. Talk to them about 

what their personal information is and make sure that they 
do not disclose anything to anyone during a livestream, 

comment, direct message or any other tool for 
communication on the platform, even to their friends.

www.nationalonlinesafety.com Twitter - @natonlinesafety Facebook - /NationalOnlineSafety
Users of this guide do so at their own discretion. No liability is entered into.



Hackers can be a real problem in any online 
game, including Minecraft. Some 
individuals can access other people’s games 
to disrupt their play time, or even worse, 
access private details about players such as 
their names, email addresses, dates of birth 
and so on. It would be incredibly rare and 
unfortunate to encounter a player like this, 
but it does happen and must be taken as a 
serious risk.



At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they 
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 12.02.2020

10 Signs for Parents to Look For:
Disordered gambling is sometimes referred to as the 'silent killer'. 
Unlike drug or alcohol addictions the signs are sometimes harder to 
spot and if not dealt with at an early age can have a devastating 
a�ect on both the gambler and their families later on in life.

BECOME THE EXPERT

PUT BARRIERS IN PLACE

FINANCIAL CONTROLS

DO NOT LEND MONEY FOR GAMBLING

BE AWARE

DO YOUR RESEARCH

VISIT THE GP

SPEAK TO THE SCHOOL

TAKE AN ACTIVE INTEREST

DISCUSS LOOT BOXES AND SKIN BETTING

This can lead to increased isolated 
behaviour and lying about the 
amount of time spent online.

If a child is willing to spend money online (invariably on a parent's card) 
without permission then this should act as an eaarly warning sign to parents 
to ensure that there are some barriers and parental controls in place.

Children may become moody, aggressive or argumentative 
particularly during or shortly after periods of online gaming.

Children may display an obvious change in attitude 
to learning and a more negative view of school.

This includes both eating the wrong types of 
food excessively and not eating healthily.

Compulsive gamblers are often said to look zoned out, have a greyness, look 
ill, experience a loss of weight and stop taking pride in their appearance. The 
same can be said of those who are starting to develop a gaming addiction.

Not prepared to wait for anything (mirrored in excessive online 
game play and in app purchases) and nothing is ever good enough.

Children start to prefer spending time alone online 
rather than engage in normal family activities.

Children who demonstrate obsessive behaviour in everyday life are 
often reported to be ‘at risk’ of developing an online gaming disorder.

This could include starting to tell lies and in the 
more extreme cases even stealing things.

Do not fall into the trap that it’s just what children do – as 
parents/carers/families be ‘on the same page’ and do not be 
allowed to be played o� against one another.

See what help and support is available. Visit 
www.gamfam.co.uk and become an expert.

Although both gaming/gambling addictions are now recognised as 
a mental disorder, some doctors may not be experts in these areas – 
families can self-refer to NHS Gaming and Gambling Clinics.

Have an open and honest conversation. Schools are investing heavily in mental 
health and can arrange or direct you to the most appropriate support services. 

This applies to school work and in creating a learning environment at home. Find 
activities and hobbies that create a life away from the screen and be part of it.

Research the game your child is playing – 
does the game have loot boxes? 

Set up parental controls for all devices (including phones) and set up screen time. 
Visit the ‘Partnership with Parents’ section at www.gamfam.co.uk for further details.

Turn o� in-app purchases.  Do not link your debit/credit card to your child’s 
device and use a prepaid card instead.  For example Monzo, Go Henry, Nimbl 
or speak to your bank for advice.

Have a conversation about loot boxes and skin betting. Many games 
can still be played and completed without using loot boxes on the 
console version but be mindful of the mobile versions.

Or if you think it will be used for online 
gaming, without your permission.

If you think that your child may be at risk of developing a gaming addiction then 
there are a series of measures that you can put in place. This is by no means an 
exhaustive list but just some strategies that could ensure a potential situation 
does not escalate.

COMPULSIVE EATING

IMPATIENT

DISENGAGED WITH FAMILY LIFE

OBSESSIVE BEHAVIOUR

DISHONESTY

EXCESSIVE USE OF DEVICES

SPENDING MONEY ONLINE WITHOUT PERMISSION

CHANGES IN BEHAVIOUR

A CHANGE IN ATTITUDE TO SCHOOL

'THE LOOK'

The above guidance has been produced by 

The digital world that we live in can be a mine�eld for families and parents/carers. The way in which children ‘game’ now is completely 
di�erent to how modern day parents and carers would have experienced. The ‘monetization’ of gaming is at the forefront of research 

and there are increasing concerns surrounding online gaming and the subsequent links this has with underage gambling.

“The industry, as far as we can see as families, are grooming the next generation with a whole set of online games and these are aimed at 7, 8, 9 
year olds – that’s the next generation who are going to be their income generators” - Liz Ritchie, Gambling With Lives
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CHILDREN ARE 
VULNERABLE TARGETS

Groomers use psychological tricks and methods to try and 
isolate children from their families and friends and will 

often choose to target more vulnerable children who may 
be easier to manipulate. In order to seek potential victims, 

predators are likely to use apps and websites that are 
popular with children and young people. Groomers can 
use a ‘scattergun’ approach to find victims, contacting 

hundreds online to increase their chance of success. 

LIVE STREAMING CONCERNS
Predators may use live video to target children in 

real-time using tricks, dares or built-in gifts to 
manipulate them. Grooming often takes the form 
of a game where children receive 'likes' or even 

money for performing sexual acts. Social media channels, 
such as YouTube, Facebook, Instagram and Snapchat, all 

have live streaming capabilities, but there are many apps 
which children can use to live stream, including Omegle, 

Live.me, BIGO Live, YouNow and many more.   

 

 

 

 

GROOMING CAN HAPPEN RAPIDLY
Grooming is generally a slow, methodical and intentional 

process of manipulating a person to a point where they 
can be victimised. However, according to researchers at the 

University of Swansea, online grooming can also be very 
rapid, with analysis of chat logs revealing that it can take 

just 18 minutes for some predators to arrange to meet 
their victim. The fastest predators used sophisticated, 
persuasive, language-based strategies to rapidly build 
trust, including the use of small talk and praise which 
quickly escalated into requests for sexual messages.

ANYONE CAN GROOM YOUR CHILD
Many people expect groomers to be adults posing as 

children, but this is not always the case. Data from 
University of Swansea reveals that groomers’ use of 

identity deception (around age, location and appearance) 
is fairly low. This can be because they approach many 
children, limiting their ability to lie. The worry is that 

honesty can be more damaging to the victim since they are 
more likely to feel as if they are in a real relationship.

IT’S GOOD TO TALK
It’s unlikely that you can stop 
your child using the Internet, 
nor can you constantly 
monitor their online 
activities, but you can talk to 
your child on a regular basis 
about what they do online. By 
talking openly with them 
about online relationships, 
they can quickly ascertain the kind of behaviour which is 
appropriate or inappropriate.  Ask them whether they have 
any online friends or if they play online games with people 
they haven’t met. This could then open up conversations 
about the subject of grooming. 

CHECK PRIVACY SETTINGS
In order to give your child a safer online gaming 

experience, it is important to check privacy settings or 
parental controls on the networks, devices, apps, and 

websites they may use. If you use location-sharing apps to 
check where your child is, remember that these could 

always be used by strangers to follow your child without 
their knowledge. Ensure that you check options so that 

location information is never shared with anyone except 
those they have permission to share with.

SOURCES: Https://www.nspcc.org.uk/globalassets/documents/research-reports/how-safe-children-2018-report.pdf, https://www.telegraph.co.uk/news/2018/06/17/police-reveal-3000-sex-grooming-crimes-against-children-young,
https://www.independent.co.uk/news/uk/crime/paedophiles-arrested-hundreds-police-warning-live-streaming-nca-online-dangers-uk-grooming-children-a8092851.html, 
https://www.nspcc.org.uk/what-we-do/news-opinion/Facebook-tops-list-online-grooming, https://projects.swan.ac.uk/onlinegroomingcommunication/
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Grooming is when someone befriends and builds an emotional 
connection with a child to gain their trust for the purposes of sexual 
abuse or exploitation. They can do this both offline and online, with 

technology and the Internet being commonly used to initiate and 
facilitate contact with a child. Gaining victims’ trust is a key part of 

engaging them in sexually explicit behaviour. The groomer, who can 
either be a stranger or someone a child already knows, tends to use 

tactics such as engaging in small talk or exchanging personal 
information with the child about hobbies and relationships, using 

flattery and gifts to build a rapport or even making threats and 
intimidation to gain control. This can take place over varying periods 

of time – from a few days to several years.

NUMBERS OF GROOMING 
OFFENCES ARE SOARING

In April 2017, a new government law came into force in 
England and Wales to allow police to charge adults who 

send sexual messages to children through mobile phones 
and social media. In the first year since the law change, 

there were 3,000 police-recorded offences of sexual 
communication with a child – a figure 50 per cent higher 

than experts expected in the first year.

ALL CHILDREN  ARE AT RISK
According to a 2018 NSPCC report, a 
quarter of young people have experienced 
an adult who they don’t know in real life 
trying to contact them online. One in four 
said they had been sent messages, images, videos or 
other content that made them feel  sad, worried or 
uncomfortable. One in 10 girls and one in 20 boys under 
the age of 13 said they had received unwanted sexual 
messages.

What parents need to know about

www.nationalonlinesafety.com© National Online Safety Ltd
’s support information to see if 

your security and privacy concerns are addressed.

LOOK OUT FOR WARNING SIGNS
Child safety experts have identified key grooming patterns 

and advise parents to look out for:

HOW TO REPORT
If you’re worried that your child is being 
groomed online or sexually exploited, you can 
report your concerns to the Child Exploitation 
and Online Protection (CEOP) Safety Centre, 
which is part of the National Crime Agency at 
www.ceop.police.uk/safety-centre. Reports are 
read by a Child Protection Advisor who will 
make contact by phone or email to work with 
you to make a plan to keep your child safe. If 
you think a child is in immediate danger, call 
the Police on 999 or NSPCC on 0808 800 5000.

DISCUSS SAFE ONLINE BEHAVIOUR
Make it clear to your child that they should not accept friend 

requests from people they don’t know and to verify friend 
requests with people who they do know. They should never 

agree to chat privately with a stranger or someone they 
don’t really know. Remind them that they should never 

divulge personal information, such as mobile phone 
numbers, addresses, passwords or name of their school.

DISCUSS HEALTHY RELATIONSHIPS
Talk to your child about what a healthy relationship looks 

like and how to detect someone who might not be who they 
claim to be. Explain that groomers will pay your child 

compliments and engage in conversations about personal 
information, such as hobbies and relationships. They may 

admire how well they play an online game or how they look 
in a photo. Groomers will also try and isolate a child from 

people close to them, such as parents and friends, in order to 
make their relationship feel special and unique.

BE SUPPORTIVE
Show your child that you will support them and make sure 
they understand they can come to you with any concerns 
they may have.  They need to know they can talk to you if 
someone does something they are uncomfortable with, 

whether that is inappropriate comments, images, requests 
or sexual comments.

•    Secretive behaviour about 
what they are doing online.

•    Internet or smartphone 
usage late at night.

•    Going to unusual places to 
meet up with friends you 
have not heard of.

•    They are clingy, have 
problems sleeping and 
eating or even bedwetting.

•    A lack of interest in 
extra-curricular activities.

•    Having new items, such as 
clothes or phones, which 
they can’t explain.

•    They seem withdrawn, 
anxious, depressed or 
aggressive.

•    Having older boyfriends 
or girlfriends.

REPORT

ONLINE GROOMING
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The UK Safer Internet Centre has created this guide to answer  
commonly asked questions and introduce some of the most popular devices used by children, highlighting 
the safety tools available and empowering parents with the knowledge they need to support their children 
to use these technologies safely and responsibly.  www.saferinternet.org.uk/parent-tech 

The four big internet providers - BT, Sky, Talk Talk and Virgin Media -  
provide their customers with free parental controls that can be activated at any time. Video tutorials on 
how to download and use these controls are available on the UK Safer Internet Centre website. 
www.saferinternet.org.uk/parental-controls 

Childnet International is a non-profit organisation working in partnership with others around the 
world to help make the internet a great and safe place for children. The Childnet website hosts all the 
online resources detailed below, as well as a number of recommended resources for young people,  
parents, carers and teachers. www.childnet.com 

On our website you can access resources on a range of topics, including our  
previously branded Know IT All for Parents interactive guide. The Parents and Carers area also contains 
key advice, information on reporting and detailed information on a range of e-safety topics in the  
Hot topics section. www.childnet.com/parents-and-carers 

A website providing information and advice to encourage responsible digital citizenship. 
It shares advice and guidance on preventing and responding to cyberbullying, including the film 
‘Let’s Fight It Together’ and specific information on social networking. www.digizen.org 

This Childnet website is for children, teachers, parents and carers and 
offers fun activities for children alongside practical internet safety advice. Don’t forget 
to check out our Early Surfers’ Zone for 3-7 year olds where you can read the online 
stories ‘The Adventures of Smartie the Penguin’ and ‘Digiduck’s Big Decision’, which 
is also available as a free app for iPads and Android tablets. www.kidsmart.org.uk 

Childnet is part of the European Commission appointed UK Safer Internet 
Centre. Together with partners the Internet Watch Foundation and the South West Grid for Learning, 
we raise awareness about internet safety, develop information materials and resources and organise high 
profile events such as Safer Internet Day. You can access a range of resources from across the UK,  
Europe and wider afield at www.saferinternet.org.uk/parents. 

© 2015 Childnet International w: www.childnet.com e: education@childnet.com t: 020 7639 6967 Registered UK charity no 1080173          V.03.15 

Information and advice on the safety tools, age requirements and terms and conditions for a variety of 
online services popular with young people. 
www.saferinternet.org.uk/safety-tools 

Aims to help parents understand the positive and creative 
ways young people are using social networking spaces (e.g. Facebook, Twitter and Instagram). It also 
points out the potential risks of using these sites and ways to minimise these risks.  
www.childnet.com/sns 

A free guide produced by the UK Safer Internet Centre that contains detailed  
instructions and information on privacy and account settings on Facebook.  
www.childnet.com/facebook-check 

A free guide created by Childnet providing Information and advice  
for parents and carers on supporting young people online. The advice is also available in 12 additional  
languages including Arabic, Hindi, Polish, Spanish, Urdu and Welsh. 
www.childnet.com/resources/supporting-young-people-online 

A site created by PhonepayPlus to educate young people and parents about phone-paid 
services such as calls and texts to premium rate numbers and in-app purchases.  
www.phonebrain.org.uk 



A police agency tackling child abuse on the internet. 
This website includes a unique facility that enables parents and young people to make reports of actual or 
attempted abuse online. www.ceop.police.uk 
CEOP’s website contains information for children and parents, as well as a link 
for children to report abuse online. www.thinkuknow.co.uk 

Part of the UK Safer Internet Centre, the IWF is the UK’s hotline for  
reporting illegal content found on the internet. It deals specifically with child abuse and criminally obscene 
images hosted in the UK and internationally.  
www.iwf.org.uk 

A website run by the UK’s media regulators, allowing you to report content unsuitable for  
children found in a programme, advert, film, video game, newspaper/magazine or other forms of media. 
www.parentport.org.uk 

Childnet has developed this guide with the music, film and television 
industries to inform parents, teachers and young people about how to stay safe and legal when enjoying 
entertainment on the internet or via a mobile device. www.childnet.com/downloading 

A UK based website created by industry representatives to help teachers, parents 
and other consumers know which sites are legal for streaming and downloading films, tv, ebooks, music, 
games and sports broadcasts. www.thecontentmap.com 

Information about what to do if a child comes to you for help and advice about how to report 
online concerns such as cyberbullying, inappropriate content or illegal behaviour. 
www.childnet.com/parents-help 

If you have concerns about the safety of a child then contact the NSPCC  
helpline on 0808 800 5000 or email help@nspcc.org.uk. 
Children can talk to someone for advice and support at any time by contacting  
ChildLine on 0800 1111 or chatting to a counsellor online at www.childline.org.uk 

A national family support charity providing help and support in all aspects of family life.  
Useful advice and information is available online at www.familylives.org.uk and they provide a free  
confidential helpline on 0808 800 2222. 

Childnet’s guide contains helpful advice and information on supporting children and 
young people playing games online.  
www.childnet.com/online-gaming 

Information and advice for parents and gamers about the PEGI age rating system for 
video games and how to play games responsibly.  
www.askaboutgames.com 

 To give feedback and obtain online access to our presentation, please visit: surveymonkey.com/s/childnet-parents 

A US non-profit organisation that provides independent reviews, age ratings and 
other information about all types of media for families and children. www.commonsensemedia.org 

The Digital Parenting website and magazines, created by Vodafone and The Parent 
Zone, offer parents information and advice about the latest digital technologies and the challenges young 
people might face in their digital world. www.vodafone.com/content/parents 

Launched by the four major UK internet service providers (BT, Sky, TalkTalk and Virgin 
Media), Internet Matters is an independent, not-for-profit organisation that provides information and  
advice on online issues and technologies to help parents keep their children safe online. 
www.internetmatters.org 



Top Tips for Parents

� �� � � �� �� � � � � ��� � � � � � �� � �� � � �� � � � ��� �� � ��� � �� � � � �

� � � �� � � �� � � �� � � �� � � � � � � � �� � �
�� � ���� � �� � �� � ���@� � � �� � � �� � ��� � �� � � � �� � � �� � �� � �� �� � �� � �
 	 
 
 �� � 	 �	 
 � �

SOURCES: NSPCC (2015) Review Under Pressure: What’s A�ected Children in April 2013 - March 2014. [online] 
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Sexting involves sending and receiving explicit messages, images or videos 
of a sexual nature. This content is usually uploaded on a mobile device, 
which can then be uploaded onto social networking sites and shared 
further. They can be sent to or from a friend, boyfriend, girlfriend, or 

someone your child has met online. Sexting is often described as the new 
�irting for children – but it is illegal for anyone under the age of 18, with 
police forces in England and Wales recording 6,238 underage "sexting" 

o�ences in 2016-17, a rate of 17 a day.

IT IS ILLEGAL TO TAKE, 
MAKE OR SHARE AN 
INDECENT IMAGE OR 

VIDEO OF A CHILD UNDER 
THE AGE OF 18 – EVEN IF 

IT IS CONSENSUAL
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Sexting occurs 
predominantly 
on, but is not 
exclusive to 
these apps...

What parents need to know about

 Did you know?

SEXTING

TALK TO YOUR CHILD
Encourage open dialogue about appropriate information 
to share with others both online and o�ine, discuss the 
word ‘sexting’ and ensure that they know what it is and 

what it involves. Show that you understand that sexting 
can re�ect natural adolescent curiosity about nudity, 

bodies and exploring their sexuality, but explain why it’s 
important to think twice before sharing something. Show 

that you are approachable and understanding.

DISCUSS THE LEGALITIES

EXPLAIN THE REPERCUSSIONS
Let your children know that once they have sent a message, 
they are no longer in control of it, and the messages, images 
and videos that they may intend to share with one individual 
may end up where the whole world can have access to them. 
Even if they completely trust someone, other people using 

their phone might accidentally see it. And, later in life, it may 
a�ect their online reputation, especially if universities, 

employers or future partners access the imagery.

HOW TO REMOVE IMAGES
If an image has already been shared, either your child or 
yourself should speak to the person that the image was 

shared with and ask them to delete it. You can also use the 
report button on a website where the image was posted. 

Speak to your child's school, as they may be able to 
con�scate phones if they know that they have sexual 

imagery stored. If you believe the child was forced into 
sending the message, report this to the police. You or your 
child can also report the content to CEOP with one of their 

child protection advisors (Child Exploitation and Online 
Protection Command).

Children and young people may not realise that what they 
are doing is illegal. Ensure that your child understands     
                                   that when they are aged under 18, it is
                                         against the law for anyone to take or
                                             have a sexual photo of them – even if          
                                                  it’s a sel�e, and even when the
                                                  activity is consensual.

BLOCKING AND 
STOPPING SEXTING

Show your child how to use the block button on their 
devices and favourite apps to stop people sending them 

unwanted messages. You can also set up parental controls 
with your internet service provider or on your child's phone 

to stop them from accessing harmful content.

HAS YOUR CHILD RECEIVED A 
SEXUAL IMAGE?

Firstly, reassure your child that they have done the right 
thing by speaking to you about the incident. Ask them if 

they requested the image or if they received it unwillingly. 
If the image has been sent to your child by an adult and 

you are concerned about sexual exploitation or grooming, 
contact CEOP immediately.

REGRETTING THEIR
ACTIONS
Although some children are 
willingly exchanging images, many 
may regret sharing the messages, 
images and videos after they have 
sent or uploaded them. Once it's out 
there, there's no going back, and 
your child may feel ashamed, 
vulnerable, worried or anxious 
about imagery resurfacing later, 
especially if a relationship or 
friendship has broken down. 
‘Sexting’ was the most viewed 
information and advice topic on the 
Childline website in 2017, showing 
the need for people to get help.

BULLYING, COERCION & 
BLACKMAIL

Your child may feel pressured into sexting, so they don’t come across 
as boring, or think it’s a way to show someone they care for them. They 
may feel under pressure to give in to repeated requests or feel obliged 

to share sexual messages and imagery. Sexting can also expose 
young adults to the risk of being exploited by paedophiles or sexual 
predators, who then use images to extort additional photos, sexual 

favours, and sometimes money from victims.

SHARING  
Once a photo or video is out there, there's no way of knowing how 
many people have saved it, tagged it or shared it. Children like to 
show o� to their peers and suddenly, an image has gone beyond 
its intended recipient, to classmates, friends, and even strangers. 

Once an image or video has been shared online, there’s nothing to 
stop it being archived and repeatedly shared.

BREAKING THE LAW
Sexting is illegal if you share, make, take or distribute an 
indecent image or video of a child under the age of 18. It 
is an o�ence under the Protection of Children Act (1978), 
the Criminal Justice Act (1988), and under Section 67 of 

the Serious Crime Act (2015). Sexting or ‘youth produced 
sexual imagery’ between children is still illegal, even if 

they are in a relationship and any images are shared 
consensually.

CHILDREN THINK IT’S HARMLESS
Many young people see sexting as ‘banter’ or a joke, an 
easy way to show someone they like and trust them, or 

just a cool thing to do. But they may not realise the 
consequences of sharing personal information and how 

it can be potentially harmful to them in the future. 
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SNAPCHAT

REPORTING A STORY, LENS, 
FILTER, SNAP OR MESSAGE
If your child comes across inappropriate Snapchat content 

sent directly to them or in another person’s story, advise 
them to report it immediately. This may include an 

inappropriate lens, filter, message or snap. To report an 
offensive lens, they should open the app and select the 

lens they want to report. An info button will appear above 
the lens. Click this, followed by the flag icon. This will send 
a report to Snapchat for further investigation. Reports can 

also be made on the Snapchat support website: 
support.snapchat.com.

www.nationalonlinesafety.com Twitter - @natonlinesafety Facebook - /NationalOnlineSafety

At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with 
their children, should they feel it is needed. This guide focuses on one platform of many which we  believe trusted adults should be aware of. Please visit 

www.nationalonlinesafety.com for further guides, hints and tips for adults.

THE RISKS OF SEXTING
It can be slightly awkward talking about this topic with 
your child, but if it helps them protect themselves, it is 

worth it. Talk to them about the consequences of sexting 
and make sure that they’re aware of the risks. Ensure your 
child knows that ‘Snaps’ can be screenshotted. Teach them 

that if they post anything potentially embarrassing or 
harmful (either of themselves or someone else) it can 
have severe consequences as the message, image or 

video can be shared further.

Snapchat is a photo sharing app for mobile phones and tablets. The 
app allows users to share images, videos and chat with friends 

through voice call or text message. Users can share images and videos 
directly to specific friends, or through a ‘story’ shared with their entire 

friend list, which documents the previous 24 hours. In a study, 
Snapchat was ranked the 4th most negative app in terms of having an 
impact on young people’s health and wellbeing, with children feeling 

that they can use the app Snapchat to “make you look pretty.” 

HOW TO DELETE A MESSAGE
Advise your child never to send any negative messages (or 

images through gallery in the chat on the app) as 
screenshots can still be taken. You should also advise your 
child to screenshot any negative comments they receive as 

the sender can also delete them. To delete a message, simply 
press and hold the sent message and press delete.

USE ‘GHOST MODE’
We highly recommend enabling ‘Ghost Mode’ on the app so 
that your child’s location will no longer be visible to anyone 
on the ‘Snap Map.’ To enable this, go onto the Snap Map and 
tap the cog in the top-right corner. Here, change the setting 

to ‘Ghost Mode.’

While Snapchat’s gimmick is that all photos, videos 
and text disappear eventually, users still have the 
capability to screenshot or record anything which 
has been sent to them. Users may sometimes 
forget that screenshotting is possible and send a 
compromising image or message to somebody 
who they think they trust. Due to ‘Snaps’ 
disappearing, (users can even send a one-second 
photo or video), Snapchat has become the chosen 
platform for children and young people to send 
sexually explicit images or ‘selfies.’ Once a 
photo/video has been screenshotted, or recorded 
using another device or software, this can lead to 
further dangers, such as blackmail and 
cyberbullying. 

The ‘Snap Map’ lets you share your EXACT location in 
real-time through a map on the app. The user’s 

location updates when the app has been opened on 
the device. There is a warning on the Snapchat 

website about uploading images and videos to ‘Our 
Story’ stating that “snaps you submit to ‘Our Story’ 

can still show up on the Map, no matter which 
location setting you choose!.” When uploading to 

‘Our Story,’ your child’s image or video could appear 
in “Search results and Stories on or off Snapchat - 

today or in the future.”

EXPOSING YOUR CHILD’S
EXACT LOCATION

‘Snap Streaks’ are gained when snaps have been 
sent back and forth consecutively between friends. 
The longer that snaps are sent between users, the 

longer the streak becomes. Furthermore, Snapchat 
rewards users who have achieved high Snap 

Streaks, by gifting emojis, adding incentives for 
users to keep the streaks. Children invest time into 
making their streaks as long as possible, which can 

put an incredible amount of pressure on both 
themselves and their friendships. 

TURN OFF ‘QUICK ADD’
‘Quick Add’ helps friends find each other on the app. This is 
based on mutual friends or if their number is in their phone 

book. Explain to your child that this feature can open up 
their profile to strangers. We highly recommend that your 
child turns off the ‘Quick Add’ feature. This can be done in 

the settings.
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RESTRICT STORY VIEWS
Your child can add videos and images to their ‘Story’ 

throughout the day which will last for 24 hours. By default, 
anyone in a user’s friends list can see their story. We 

recommend checking the privacy settings to ensure that 
this has not been edited. This can simply be done in the 

apps settings under the ‘Who Can View My Story’ section. 
The options to choose from are ‘My Friends,’ ‘Everyone’ or 

‘Custom’ - we suggest that it is set to ‘My Friends.’

ADDICTIVE
SNAPSTREAKS

It is illegal to make, possess, 
download, store and share sexual 
images, photos and videos of a 
person under the age of 18. This 
also includes any sexual images, 
photos and videos that a child 
may have taken of themselves. 
However, if a young person is 
found creating or sharing images, 
the police can choose to record 
that a crime has been committed, 
but taking formal action isn’t in 
the public interest.

SEXTING

Aside from taking photos and videos, Snapchat has 
other elements to keep users coming back for more. 
‘Snap Games’ is a feature within the app where users 
can play minigames with others on their friends list. 
The games function is easily accessed by tapping on 

the rocket button during a conversation. Another 
feature on the app is ‘Snap Originals’, which allows 

users to watch content created by Snapchat, 
celebrities and other accounts, including a mixture of 

comedy shows, drama, news and more. These 
features are designed to encourage users to stay on 

the app, which may be quite addictive.

EXTRAS TO MAKE
YOU STAY

DAMAGE TO
CONFIDENCE

Snapchat's selection of filters and lenses are seen as a 
great way to enhance your ‘selfie game’. Although the 

filters are often created to promote entertainment and 
humour, using the ‘beatify’ filters on photos can set 

unrealistic expectations and create feelings of 
inadequacy. Children may strive for admiration and 

appreciation by sending these ‘edited’ photos to their 
friend list. Judging themselves against other users on 
the app might threaten their confidence or self-worth. 



The internet – an inspiring and positive place
The internet is an amazing resource which enables children and young people to connect, communicate and be creative in a number of 
different ways, on a range of devices. However, the internet is always changing, and being able to keep up to date with your children’s use 
of technology can be a challenge. You may sometimes feel that your children have better technical skills than you do, however children and 
young people still need advice and protection when it comes to managing their lives online. 

Issues that your child may encounter on the internet will vary depending on their age and online activities. We have grouped potential online 
risks into these 4 categories.

Conduct:
Children need to be aware of the impact that their online activity can have on both themselves and other people, and the digital 
footprint that they create on the internet. It’s easy to feel anonymous online and it’s important that children are aware of who is able 
to view, and potentially share, the information that they may have posted. When using the internet, it’s important to keep personal 

information safe and not share it with strangers. Discuss with your child the importance of reporting inappropriate conversations, messages, 
images and behaviours and how this can be done. 

Content: 
Some online content is not suitable for children and may be hurtful or harmful. This is true for content accessed and viewed via 
social networks, online games, blogs and websites. It’s important for children to consider the reliability of online material and be 
aware that it might not be true or written with a bias. Children may need your help as they begin to assess content in this way. 

There can be legal consequences for using or downloading copyrighted content, without seeking the author’s permission.

Contact: 
It is important for children to realise that new friends made online may not be who they say they are and that once a friend is 
added to an online account, you may be sharing your personal information with them. Regularly reviewing friends lists and 
removing unwanted contacts is a useful step. Privacy settings online may also allow you to customise the information that each 

friend is able to access. If you have concerns that your child is, or has been, the subject of inappropriate sexual contact or approach by 
another person, it’s vital that you report it to the police via the Child Exploitation and Online Protection Centre (www.ceop.police.uk). If your 
child is the victim of cyberbullying, this can also be reported online and offline. Reinforce with your child the importance of telling a trusted 
adult straight away if someone is bullying them or making them feel uncomfortable, or if one of their friends is being bullied online.

Commercialism: 
Young people’s privacy and enjoyment online can sometimes be affected by advertising and marketing schemes, which can 
also mean inadvertently spending money online, for example within applications. Encourage your children to keep their personal 
information private, learn how to block both pop ups and spam emails, turn off in-app purchasing on devices where possible, and 

use a family email address when filling in online forms.

There are real advantages in maintaining an open dialogue with your child about their 
internet use. Not sure where to begin? These conversation starter suggestions can help.

 Ask your 
children to 

tell you about 
the websites and 
apps they like 
to use and what 
they enjoy 
doing online.

 Ask them 
about how 

they stay safe 
online. What tips 
do they have for 
you, and where 
did they learn 
them? What is 
OK and not OK 
to share?

 Ask them if 
they know 

where to go for 
help, where to 
fi nd the safety 
advice, privacy 
settings and how 
to report or block 
on the services 
they use.

Encourage 
them to 

help someone! 
Perhaps they can 
show you how 
to do something 
better online or 
they might have a 
friend who would 
benefi t from their 
help and support.

Think about 
how you 

each use the 
internet. What 
more could you 
do to use the 
internet together? 
Are there activities 
that you could 
enjoy as a family?
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Supportingyoung
people
online



Help make sure that your children know how to stay safe online, by using our SMART Rules for primary aged children, or 5 Tips for Teens.

What can I do right now?
Maintain an open dialogue with your child and encourage them to talk to you about their internet use: for example who they’re 
talking to, services they’re using, and any issues they may be experiencing.

Create a family agreement to establish your children’s boundaries, and your expectations, when on the internet.

Give your child strategies to deal with any online content that they are not comfortable with – such as turning off the screen, 
telling an adult they trust and using online reporting facilities.

Consider using filtering software to block unwanted content. In addition to filtering, remember that discussion with your child, and 
involvement in their internet use, are both effective ways to educate them about the internet. 

Encourage your children to ‘think before you post.’ Online actions can impact not only yourself but the lives of others. Content 
posted privately online can be publicly shared by others, and may remain online forever. 

Understand the law. Some online behaviour may break the law, for example when downloading or sharing content with others. 
Be able to recommend legal services. 

Familiarise yourself with the privacy settings and reporting features available on popular sites and services.

If your child is being bullied online, save all available evidence and know where to report the incident, for example to the school, 
service provider, or the police if the law has been broken. 

Familiarise yourself with the age ratings for games and apps which can help to indicate the level and suitability of the content. 
Also see if online reviews are available from other parents as these may be helpful.

Set up a family email address that your children can use when signing up to new games and websites online. 

Encourage your children to use nicknames (where possible) instead of their full name online, to protect their personal information, 
and create strong passwords for every account.

Set up a PIN or password on devices to help protect personal information. 

Sign up to our Childnet newsletter at www.childnet.com.

Further advice and resources:
www.childnet.com 
www.saferinternet.org.uk

Safe: Keep safe by being careful not to give out personal 
information when you’re chatting or posting online. 

Personal information includes your email address, phone 
number and password.

Protect your online reputation: use the tools provided 
by online services to manage your digital footprints and 

‘think before you post.’ Content posted online can last forever 
and could be shared publicly by anyone.

Accepting: Accepting emails, messages, or opening 
files, images or texts from people you don’t know or 

trust can lead to problems – they may contain viruses or nasty 
messages!

Don’t give in to pressure: if you lose your inhibitions 
you’ve lost control; once you’ve pressed send you can’t 

take it back.

Reliable: Someone online might lie about who they are 
and information on the internet may not be true. Always 

check information by looking at other websites, in books, or 
with someone who knows. If you like chatting online it’s best to 
only chat to your real world friends and family.

Respect the law: use reliable services and know how to 
legally access the music, film and TV you want.

Tell: Tell a parent, carer or a trusted adult if someone, or 
something, makes you feel uncomfortable or worried, or 

if you or someone you know is being bullied online.

Acknowledge your sources: use trustworthy content 
and remember to give credit when using other people’s  

work/ideas.

Meet: Meeting someone you have only been in touch 
with online can be dangerous. Only do so with your 

parents’ or carers’ permission and even then only when they 
can be present. Remember online friends are still strangers 
even if you have been talking to them for a long time.

Know where to find help: understand how to report to 
service providers and use blocking and deleting tools. If 

something happens that upsets you online, it’s never too late to 
tell someone.

5 SMART Rules for primary aged children: 5 Tips for Teens:

Copyright © 2014 Childnet International 
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they 
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

Meet our expert

TIKTOKTIKTOKTIKTOKTIKTOK

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 20.02.2020

TikTok is a video-sharing social media app available on iOS and Android which lets users 
create, share, and view user created videos much in a similar manner to Facebook, Instagram 

and Snapchat. It’s main draw, however, is that users can record and upload bite-sized 
looping videos of themselves lip-syncing and dancing to popular music or soundbites, often 

for comedic e�ect, which can then be further enhanced with �lters, emojis and stickers. 
TikTok has been designed with the young user in mind and has a very addictive appeal. At 

the beginning of 2019 it skyrocketed in popularity to become the iOS store’s most 
downloaded app with over 33 million downloads. Estimates suggest that it now has anything 

between 500 million and over 1billion monthly active users worldwide. 

MATURE CONTENT
On the iOS store, TikTok is listed as 12+. On the Google Play Store it is 
rated as ‘Parental guidance recommended’. When signing up for the 
app, it’s possible to lie about your age without any form of veri�cation. 
As children scroll through their feed, most of the videos they’re likely 
to come across are lighthearted or funny takes on dance routines 
which are designed to make people laugh. However there has been a 
slew of videos which have been reported for featuring drug and 
alcohol abuse, self-harm and sexual content, including young teens 
dressing overtly sexually and behaving suggestively. Given the deluge 
of material uploaded to TikTok every day, it’s impossible to moderate 
everything and it can be quite common to come across explicit content 
on the ‘for you’ feed when logging into the platform.

INAPPROPRIATE MUSIC
TikTok revolves around creating 
music videos through lip-syncing 
and dancing. Inevitably, some of 
the music featured by users will 
contain explicit or suggestive 
lyrics. Given the undeniably 
young user base, there is a risk 
that children may look to imitate 
the explicit language they hear or 
the suggestive actions they see 
when viewing others user’s 
videos on the app.

ONLINE PREDATORS
As a social network, TikTok makes it easy to connect 
with other users. This includes the ability to comment 
on and react to other user’s videos, follow their pro�le 
and download their content. Be aware that by default, 
any user can comment on your child’s video if their 
account is set to public. Most interactions are harmless 
enough but as an app, TikTok is prone to predators 
because of the abundance of younger users.

ADDICTIVE NATURE

SOURCES: www.tiktok.com

TIKTOK FAME
TikTok is very image focused and there is a notable preoccupation with 
appearing cool and attractive. Many teenagers now attempt to go viral 
and become what’s known in-app as ‘TikTok 
famous’. TikTok (and its predecessor musical.ly) 
has spawned its own celebrities – social media 
stars Loren Gray and Jacob Sartorious have been 
catapulted to fame through their initial 
exposure on the app. Obviously, most budding 
in�uencers looking to become the next big 
thing will be disappointed, but this may have 
the knock-on e�ect of making them go to more 
and more drastic lengths to get noticed.

Social media is designed to be addictive and 
TikTok is no di�erent. It can be fun and hugely 
entertaining. However, it is also because of this 
that it can be hard to put down. In addition to 
the short, punchy nature of the looping video 
format, the app’s ability to keep you guessing 
what will come on screen next makes it easy to 
turn a �ve-minute visit into 45-minute visit.

IN-APP PURCHASES
Aside from the content, there’s also the option to 
purchase in-app extras called ‘TikTok coins’. Prices range 
from £0.99 for 100 coins to an eye-watering £93.99 for 
10,000 coins. TikTok coins are used to purchase di�erent 
emojis to reward content creators that a user �nds funny 
or entertaining. In the iOS version of the app you can 
disable the option to buy TikTok coins but this sadly 
doesn’t seem to be a feature in the Android version.

USE PRIVACY SETTINGSTALK ABOUT ONLINE DANGERS
Undoubtedly, the easiest way to safeguard your 
child on TikTok is to make sure their account is set 
to private. This means only those users your child 
approves can view, like, and follow their content. 
Setting the account to private may clash with your 
child’s goal of social media superstardom, but it 
will keep their account secure from strangers. This 
setting can be enabled under the privacy and 
safety menu by pressing the ellipsis in the ‘me’ tab 
of the app. To be extra safe, there are additional 
controls available to toggle such as who can send 
comments and messages, among other options.

Assuming your child is above the age limit to 
use the app, make sure you also take the time 
to talk to them about what they are seeing on 
the app. Have a dialogue, get them to give you 
their opinion on what is appropriate and 
model the correct behaviour for them. Go over 
why they shouldn’t give out private 
information or identi�able photos and be 
positive and understanding of them. In the 
long run, getting them to think critically about 
what they’re seeing goes a long way to 
keeping them social media savvy. 

ENABLE RESTRICTED MODE
In the digital wellbeing section there’s 
the ability to turn on restricted mode 
using a PIN. Restricted mode �lters 
out content that is not age 
appropriate although it should be 
noted that this isn’t always 100% fool 
proof. When enabling restricted 
mode, parents should still be vigilant 
to what their child is watching and 
take note that the algorithm 
moderating content is not infallible.

LEARN HOW TO REPORT AND 
BLOCK INAPPROPRIATE CONTENT

EXPLORE AND LEARN YOURSELF

With the proper privacy settings in place, TikTok can be a 
safe space for your child to express themselves. However, 
just in case something does manage to slip through, 
make sure your child knows how to recognise and report 
content that isn’t appropriate and get them to come to 
you about what they have seen. TikTok allows users to 
report o�enders and comments within the app. You can 
also block individual users by going on their pro�le.

Understanding and learning the app yourself is a 
great way to get to grips with TikTok. You could then 
even use the app with your child and watch some 
videos with them. If you are the parent of a teen, even 
if it does not make you popular, keep a close eye on 
what they’re viewing and sharing. That said, it’s a 
brilliant chance to turn it into a bonding opportunity 
with your child also. You could even unleash your 
inner performer and make videos with them while 
(more importantly) keeping them safe online.

MODERATE SCREEN TIME
As entertaining as TikTok is, you can help your child 
moderate their time on the app by making use of 
the digital wellbeing section. Under the screen time 
management option, you can limit the daily 
allotted time allowed on the app in increments 
ranging from 40 to 120 minutes. You can also lock 
this preference behind a PIN number which has to 
be inputted in order to then exceed the daily time 
limit. This way your child can get their daily dose of 
memes without wasting away the day.

Pete Badh is a writer with over 10+ years in research 
and analysis. Working within a specialist area for 
West Yorkshire Police, Pete has contributed work 
which has been pivotal in successfully winning high 
pro�le cases in court as well as writing as a subject 
matter expert for industry handbooks.

AGE RESTRICTION

12+
If under 18, supervision 

of a parent or legal 
guardian required.

TikTok Family Safety Mode allows parents to link their own TikTok account to 
their child’s. It’s a great way to oversee your child’s digital wellbeing by 
giving you direct control over their safety settings and being able to 
remotely turn features on and o�. This includes managing screen 
time, the ability to send and receive direct messages (and with 
whom) and the ability to restrict the appearance of content 
that might not be age appropriate.

*NEW FOR 2020* FAMILY SAFETY MODE
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SOURCES: :https://www.theguardian.com/commentisfree/2018/apr/26/whatsapp-plans-to-ban-under-16s-the-mystery-is-how, https://whatsappbrand.com/
https://www.independent.co.uk/life-style/gadgets-and-tech/news/whatsapp-update-latest-india-hoaxes-forward-messages-app-download-a8456011.html

WhatsApp is one of the most popular messaging apps in 
the world, with more than 1.5 billion people in more than 

180 countries using it to send and receive text, photos, 
videos and documents, as well as make voice and video 

calls through an Internet or Wi-Fi connection. The free app 
offers end-to-end encryption, which means that messages 

can only be read by the sender and the recipient in 
one-to-one chats, or all members if it is a group chat.  Not 

even WhatsApp can read them. 

© National Online Safety Ltd
’s support information to see if 

your security and privacy concerns are addressed.

FAKE NEWS AND HOAXES
WhatsApp has been linked to enabling the spread  of 

dangerous viral rumours. In India, for example,  a number of 
attacks appear to have been sparked  by false rumours shared 

on WhatsApp. 

THE ‘ONLY ADMIN’ FEATURE 
AND CYBERBULLYING

Cyberbullying is the act of sending threatening or taunting 
text messages, voice messages, pictures and videos, with the 

aim to hurt and humiliate the receiver. The group chat and 
group video call features are great for multiple people to chat 

simultaneously, but there is the potential for people to hurt 
others with their comments or jokes. The ‘only admin’ feature 
gives the admin of a group chat greater control over who can 

send messages. Whilst this can be good for one-way 
announcements, the group admin has the power to block 

somebody from responding to an offensive message in a chat, 
which could result in a child being upset and unable to reply. 

AGE LIMIT CHANGE
Since May 2018, the minimum age for using WhatsApp is 16 

years old if you live in the European Union, including the UK. 
Prior to this, the minimum age was 13, which still applies for 
the rest of the world. WhatsApp has not yet stated whether it 
will take action against anyone aged between 13 and 16 who 

already hold accounts under the old terms and conditions, 
such as closing their account or seeking parental permission. 

SCAM MESSAGES 
Occasionally on WhatsApp, people receive spam messages 

from unauthorised third parties or from fraudsters 
pretending to offer prizes to ‘lucky people,’ encouraging 

recipients to click on a link to win a prize. A common scam 
involves messages warning recipients that their WhatsApp 

subscription has run out with the hope that people are 
duped into providing their payment details. Other scam 
messages include instructions to forward the message in 

return for a reward or gift from WhatsApp or another person. 

CONNECTING WITH STRANGERS
To start a chat in WhatsApp, you need to know the mobile 

number of the contact you want to speak to and they also need 
to have the app downloaded. WhatsApp can find contacts by 

accessing the address book of a  device and recognising which 
of those contacts are using WhatsApp. If your child has shared 

their mobile number with some- body they don’t know, they can 
use it to get in touch via WhatsApp.

LIVE LOCATION SHARING
WhatsApp’s ‘Live Location’ feature enables users to share their 

current location in real time to their contacts in a chat, allowing 
friends to show their movements. The feature, which can be 

found by pressing the ‘attach’ button, is described by WhatsApp 
as a “simple and secure way to let people know where you are.” 
Location-sharing is already a common feature on other social 

apps, including Snapchat’s Snap Map and Facebook Messenger 
and can be a useful way for a child to let loved ones know they 
are safe. However, if your child is in a group chat with people 
they do not know, they will be exposing their location. 

AG
E RESTRICTION
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CREATE A SAFE PROFILE 
Even though somebody would need your child’s phone number 

to add them as a contact, as an extra security measure we 
suggest altering their profile settings to control who can see 

their profile photo and status. The options to choose from are 
‘Everyone,’ ‘My Contacts’ and ‘Nobody.’ We suggest selecting ‘My 

Contacts’ or ‘Nobody’ to ensure their profile is protected.

EXPLAIN HOW TO BLOCK PEOPLE

REPORT SCAM MESSAGES
Advise your child not to tap, share or forward any message that 

looks suspicious or sounds too good to be true. When your 
child receives a message from an unknown number for the first 

time, they will be given the option to report the number as 
spam directly inside the chat. They can also report a contact or 

a group as spam using the following steps: 1) Open the chat. 
2)Tap on the contact or group name to open their profile 

information. 3) Scroll to the bottom and tap ‘Report Spam.’

LEAVE A GROUP
If your child is part of a group chat that makes them feel 

uncomfortable or has been added to a group they don’t want to 
be part of, use the group’s settings to show them how to leave. 

If someone exits a group, the admin can add them back in once, 
If they leave again, they cannot be added again.

USING LIVE LOCATION SAFELY
If your child needs to use the ‘Live Location’ feature to share 

with you or a friend, advise them to only share it for the amount 
of time they need to. WhatsApp gives the options of either 15 

minutes, one hour or eight hours. However, your child can 
choose to stop sharing at any time.

DELETE ACCIDENTAL 
MESSAGES

If your child has sent a message to the wrong chat 
or if a message they sent has contained a mistake, 

they can delete it. To do this, simply tap and hold on 
the message, choose ‘Delete’ and then ‘Delete for 

everyone.’ The app allows seven minutes to delete the 
message after it has been sent, but it is important to 

remember that recipients may have seen and screenshot a 
message before it was deleted.

SET TIME LIMITS
A 2017 study found that by the age of 14 the average child 

will have sent more than 35,000 texts, 30,000 WhatsApp 
messages and racked up more than three solid weeks of 

video chat.  Although it is inevitable that your child will use 
technology, you can still set boundaries. This is not easy, 

especially since teens use their devices for both 
schoolwork and free time, often simultaneously. 

Top Tips Parentsfor

www.nationalonlinesafety.com

If your child has received spam or offensive 
messages, calls or attachments from a contact, 
they should block them. Messages and status 

updates sent by a blocked contact will not 
show up on the phone and will stay 

undelivered. Blocking someone will not 
remove this contact from the contact list – 

they will need to be removed from the phone’s 
address book. To block a contact, your child 
needs to open the person’s chat stream and 

tap on the settings. 



What parents need to know about

YOUTUBE

Tips To Protect 
Your Child

APPLY ‘RESTRICTED MODE’
Restricted mode helps to hide any mature or unpleasant videos 
from your children. It uses YouTube’s own automated system & 
looks at what other users flag as inappropriate content. It must 
be enabled in the settings menu on each individual device.

CHANGE WHO CAN SEE VIDEOS
You can change who can view your child’s content in the 
settings. Options include Public (available to all), Private 
(only available to people you share it with & cannot be 
shared) or Unlisted (available to people you share it with 
& can be shared further). 

BLOCK CONCERNING USERS
To help protect your child from cyber-bullies, harassment or 
persistent offensive comments, you can ‘block’ individual 
users. Doing so hides your child’s videos from the user & 
stops the user being able contact your child in any way. 

CUSTOMISE THEIR EXPERIENCE
Influence & control what your child watches using features 
such as Playlists (your videos play continuously rather than 
videos YouTube recommends) & Subscriptions (you choose 
channels your child can watch). It’s also good to turn off auto 
play by toggling the blue button alongside the ‘Up Next’ title 
when viewing a video.

GET YOUR OWN ACCOUNT
Create your own account so you can explore features yourself. 
Learn how to flag inappropriate videos, how to moderate 
comments & how to block users. This will help you feel more 
confident when providing advice & guidance to your children.

BE MINDFUL OF 
CYBERBULLYING 
Once your child has posted a video, a 
worldwide audience can see it. Strangers 
may choose to comment on the video, both 
positively & negatively. So, be careful to check 
comments & any other interactions your child 
is making through the platform.

YouTube is an online platform - owned 
by Google - where anyone can upload & 

watch video content. All different types of 
information, advice & entertainment are 
uploaded & billions of people tune in to 

watch, rate & comment on it. As a parent, 
it’s important you understand exactly what 

content your children might be seeing.

Any child with a Gmail account can sign into 
YouTube & access videos. Some content is 
flagged ‘age-restricted’, but the platform 
relies on self-verification, meaning kids can 
get around the rules with a fake date of birth. 
This could enable access to vulgar, violent & 
dangerous videos.

YouTube will often ‘auto play’ 
videos based on your child’s viewing 
habits. The aim is to show related & 
appropriate content. But the problem 
is: it’s possible your child will be 
exposed to inappropriate content 
that isn’t accurately related.

INAPPROPRIATE CONTENT 
EASY TO ACCESS

USERS CAN PRIVATELY 
CONTACT YOUR CHILD

SHARING VIDEOS RISKS 
YOUR CHILD’S PRIVACY

‘CHALLENGE VIDEOS’ 
CAN GO TOO FAR

A
GE RESTRICTIO

N13+

At National Online Safety we believe in empowering parents, carers & trusted adults with the information they need to hold an informed conversation about online safety with their children, should they 
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints & tips for adults.

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 10.04.2019

SOURCES: https://support.google.com/accounts/answer/1350409, https://support.google.com/youtube/answer/6401182, https://support.google.com/youtube/answer/2802272?hl=en-GB, https://support.google.com/youtube/answer/7354993?hl=en-GB, 
https://www.youtube.com/intl/en-GB/yt/about/policies/#community-guidelines, https://www.ofcom.org.uk/__data/assets/pdf_file/0024/134907/Children-and-Parents-Media-Use-and-Attitudes-2018.pdf, https://www.raisingdigitalnatives.com/youtube-parenting/, https://www.net-aware.org.uk/networks/youtube/,  
https://www.theguardian.com/technology/2019/jan/16/youtube-bans-dangerous-pranks-after-bird-box-challenge

Challenge videos refer to a stunt you’re 
encouraged to recreate & film. Many 
challenge videos can be harmless & for 
a good cause, like the Ice Bucket 
Challenge. But some are dangerous & 
even life threatening, such as the Bird 
Box Challenge.

? ? ?

?
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?

?

YOUTUBE SUGGESTS 
RELATED CONTENT 

CREATE A ‘FAMILY’ 
GOOGLE ACCOUNT
Create a Google account to be used by 
the whole family. This will allow you to 
monitor exactly what your child is watching, 
uploading & sharing. Plus, your child’s 
YouTube page will display their recently 
watched videos, searches, recommended 
videos & suggested channels. 

GET TO KNOW POPULAR
CHANNELS
It’s good to know which channels are most popular with your 
children. Some of the most popular channels right now are: 
PewDiePie, NigaHiga, Zoella, KSI, JennaMarbles, Markiplier, 
Smosh, ThatcherJoe & Casper Lee.

DON’T ASSUME YOUR
CHILD IS TOO YOUNG
YouTube and YouTube Kids are quickly becoming 
the chosen viewing platforms for children 
between the ages of 3-15 & it’s likely this trend 
will only increase. It’s also possible children will 
become familiar with the platform at a younger & 
younger age. So it’s important to understand the 
positives & negatives of the platform.

When your child is signed-in to YouTube 
with their Gmail account, there are 
various ways they can send & receive 
messages. This could be via the 
messages icon, or via the ‘About’ tab. 
There is scope here for users who your 
child does not know to make contact.

If your child has a Google account, they 
can upload their own videos. To do this, 
they must create a personal profile page 
known as a ‘YouTube Channel’. The videos 
uploaded here can be viewed, commented 
on & shared by anyone. This could put your 
child’s privacy at risk.

?

Meet our expert
Pete Badh is a writer with over 10+ 
years in research and analysis. Working 
within a specialist area for West 
Yorkshire Police, Pete has contributed 
work which has been pivotal in 
successfully winning high profile cases 
in court as well as writing as a subject 
matter expert for industry handbooks.
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